“. heartwood NOTICE OF PRIVACY PRACTICES

therapeutics

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.

The terms of this notice apply to all records containing your PHI that are created or retained
by Heartwood Therapeutics. Heartwood Therapeutics reserves the right to revise or amend
this Notice of Privacy Practices. Any revision or amendment to this notice will be effective
for all of your records that my practice has created or maintained in the past, and for any of
your records that | may create or maintain in the future. You may request a copy of the most
current Notice at any time.

Effective Date: June 1, 2022

If you have any questions about this Notice of Privacy Practices, please contact our Privacy
Officer, Christopher Denton, LPC at 541.350.3343.

Introduction

Heartwood Therapeutics is required by law to maintain the privacy of Protected Health
Information (“PHI”), to provide individuals with notice of the legal duties and privacy practices
with respect to PHI, and to notify affected individuals following a breach of unsecured PHI.
PHI is information that may identify you and that relates to your past, present or future
physical or mental health or condition and relates to the provision of health care or payment
for the provision of health care for your past, present or future physical or mental health

or condition and related healthcare services. This Notice of Privacy Practices (“Notice”)
describes how we may use and disclose PHI to carry out treatment, obtain payment or
perform health care operations and for other specified purposes that are permitted or
required by law. The Notice also describes your rights with respect to PHI about you.

Heartwood Therapeutics is required to follow the terms of this Notice currently in effect.
We will not use or disclose PHI about you without your written authorization, except as
described in this Notice. We reserve the right to change our practices and this Notice and
to make the new Notice effective for all PHI we maintain. Upon request, we will provide any
revised Notice to you.

Commitment to Your Privacy

The privacy of your PHI is important to us. Your PHI includes, but is not limited to, medical,
dental, pharmacy, and mental health information. This Notice describes our privacy practices.
Our privacy practices must be followed by all employees and staff of Heartwood Therapeutics.
This Notice tells you about the ways in which we may use and disclose your PHI. Also described
are your rights and certain obligations we have regarding the use and disclosure of your PHI.
We use and disclose your PHI in compliance with all applicable state and federal laws.

How PHI About You May Be Used or Disclosed

The following categories describe different ways that we use and disclose PHI. For each
category of use or disclosure, an explanation of what is meant and some examples are
provided. Not every use or disclosure in a category will be listed. However, all of the ways
we are permitted to use and disclose PHI will fall within one of the categories.

For Treatment: Heartwood Therapeutics may use or disclose your health information to
provide and coordinate the mental health treatment and services you receive. For example,
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if your mental health care needs to be coordinated with the medical care provided to you
by another physician, we may disclose your health information to a physician or other
healthcare provider.

For Payment: Heartwood Therapeutics may use and disclose your health information

for various paymentrelated functions, so that we can bill for and obtain payment for the
treatment and services we provide for you. For example, your PHI may be provided to an
insurance company so that they will pay claims for your care, as well as to a third-party billing
service that submits these insurance claims.

For Healthcare Operations: Heartwood Therapeutics may use and disclose your health
information for certain operational, administrative and quality assurance activities, in
connection with our healthcare operations. These uses and disclosures are necessary to

run the practice and to make sure that our patients receive quality treatment and services.

For example, healthcare operations include quality assessment and improvement activities,
reviewing the competence or qualifications of healthcare professionals, evaluating practitioner
and provider performance, conducting training programs, accreditation, certification, licensing
or credentialing activities.

For Special Purposes: Heartwood Therapeutics is permitted under federal and applicable
state law to use or disclose your PHI without your permission only when certain circumstances
may arise. We are likely to use or disclose your PHI without your permission for the following
purposes:

Individuals Involved in Your Care or Payment for Your Care: Heartwood Therapeutics
may use or disclose PHI so that the treatment and services you receive may be billed
to and payment may be collected from you, an insurance company or a third party
(e.g. parent or relative).

Disclosures to Parents or Legal Guardians: If you are a minor, Heartwood Therapeutics
may release your PHI to your parents or legal guardians when we are permitted or
required under federal and applicable state law.

Worker’s Compensation: Heartwood Therapeutics may disclose your PHI to the extent
authorized by and necessary to comply with laws relating to worker’s compensation or
other similar programs established by law.

Public Health: Heartwood Therapeutics may disclose your PHI to federal, state, or local
authorities, or other entities charged with preventing or controlling disease, injury, or
disability for public health activities.

Health oversight activities: Heartwood Therapeutics may disclose your PHI to

an oversight agency for activities authorized by law. These oversight activities
include audits, investigations, and inspections, as necessary for our licensure and
for government monitoring of the health care system, government programs, and
compliance with federal and applicable state law.

Law Enforcement: Heartwood Therapeutics may disclose your PHI for law enforcement
purposes as required by law or in response to a court order, subpoena, warrant,
summons, or similar process; to identify or locate a suspect, fugitive, material witness,
or missing person; about a death resulting from criminal conduct; about crimes on

the premises or against a member of our workforce; and in emergency circumstances,
to report a crime, the location, victims, or the identity, description, or location of the
perpetrator of a crime.

Judicial and administrative proceedings: If you are involved in a lawsuit or a legal
dispute, Heartwood Therapeutics may disclose your PHI in response to a court or
administrative order, subpoena, discovery request, or other lawful process.

United States Department of Health and Human Services: Under federal law,
Heartwood Therapeutics is required to disclose your PHI to the U.S. Department of
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Health and Human Services to determine if we are in compliance with federal laws and
regulations regarding the privacy of health information.

Research: Under certain circumstances, Heartwood Therapeutics may use or disclose
your PHI for research purposes. However, before disclosing your PHI, the research
project must be approved by an institutional review board or privacy board that has
reviewed the research proposal and established protocols to ensure the privacy of
your PHI.

Notification: Heartwood Therapeutics may use or disclose your PHI to assist in a
disaster relief effort so that your family, personal representative, or friends may be
notified about your condition, status, and location.

Correctional Institution: If you are or become an inmate of a correctional institution,
Heartwood Therapeutics may disclose to the institution or its agents PHI necessary for
your health and the health and safety of others.

To Avert a Serious Threat to Health or Safety: Heartwood Therapeutics e may use and
disclose your PHI to appropriate authorities when necessary to prevent a serious threat
to your health and safety or the health and safety of another person or the public.

We may disclose your health information to appropriate authorities if we reasonably
believe that you are a possible victim of abuse, neglect, or domestic violence or the
possible victim of other crimes.

Military and Veterans: If you are a member of the armed forces, Heartwood
Therapeutics may release your PHI as required by military command authorities.
We may also release PHI about foreign military personnel to the appropriate
military authority.

National Security, Intelligence Activities and Protective Services for the President and
Others: Heartwood Therapeutics may disclose your PHI to authorized federal officials
for intelligence, counterintelligence, provision of protection to the President, other
authorized persons or foreign heads of state, and other national security activities
authorized by law.

As required by law: Heartwood Therapeutics must disclose your PHI when required to
do so by applicable federal or state law.

Other Uses and Disclosures of PHI

Your Authorization: Heartwood Therapeutics will obtain your written authorization before
using or disclosing your PHI for purposes other than those described above (or as otherwise
permitted or required by law). If you give us an authorization, you may revoke it by submitting
a written notice to our Privacy Officer at the address listed below. Your revocation will
become effective upon our receipt of your written notice. If you revoke your authorization,

we will no longer use or disclose health information about you for the reasons covered by the
written authorization. Your revocation will not affect any use or disclosures permitted by your
authorization while it was in effect. Unless you give us a written authorization, we cannot use
or disclose your health information for any reason except those described in this Notice.

Electronic Communications: HIPAA regulations and professional codes of ethics established
by the Oregon Board of Licensed Professional Counselors and Therapists require that we keep
your Protected Health Information (PHI) private and secure, and Heartwood Therapeutics

is committed to doing so. Email and texting are convenient ways to handle administrative
issues like scheduling and billing, but they are not 100% secure. With your written consent,
Heartwood Therapeutics may provide electronic correspondence (through email and/or

text) for appointment reminders and/or general correspondence. All correspondence from
Heartwood Therapeutics utilizes HIPAA compliant and/or encryption to provide for secure
correspondence.
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Social Media: Heartwood Therapeutics does not market and/or correspond through social
media platforms (including but not limited to Facebook/META, Instagram, TikTok, etc.).

Telehealth: All telehealth services are conducted through HIPAA compliant services.

Psychotherapy Notes/Electronic Health Records: Heartwood Therapeutics will not use or
disclose psychotherapy notes without your written authorization, and only as permitted by
law. Clinical records are maintained electronically through HIPAA compliant services.

Marketing Health-Related Services: Heartwood Therapeutics will not use or disclose
your protected health information for marketing communications without your written
authorization, and only as permitted by law.

Sale of PHI: Heartwood Therapeutics will not sell your protected health information without
your written authorization, and only as permitted by law.

Business Associates: Heartwood Therapeutics maintains Business Associate agreements
with the appropriate service providers to ensure privacy.

Changes to This Notice

Heartwood Therapeutics reserves the right to change our privacy practices and the terms of
this Notice at any time, provided such changes are permitted by applicable law. We reserve
the right to make the changed Notice effective for all health information that we maintain,
including health information we created or received before we made the changes. When we
make a change in our privacy practices, we will change this Notice and make the new Notice
available to you.

Your Health Care Privacy Rights

You have privacy rights under federal and state laws that protect your health information.
These rights are important for you to know. You can exercise these rights, ask questions
about them, and file a complaint if you think that your rights are being denied or your health
information isn’t being protected. Providers and health insurers who are required to follow
federal and state privacy laws must comply with the following rights:

To Request Restrictions on Certain Uses and Disclosures of PHI: You have the right to request
restrictions on our use or disclosure of your PHI by sending a written request to the Privacy
Officer. We are not required to agree to those restrictions. We cannot agree to restrictions

on uses or disclosures that are legally required, or which are necessary to administer our
business. We must agree to the request to restrict disclosure of PHI to a health plan if the
disclosure is for the purpose of carrying out payment or health care operations and is not
otherwise required by law, and the PHI pertains solely to a health care item or service for
which you, or another individual other than a health plan on behalf of you, has paid us in full.

To Request Confidential Communications: You have the right to request that PHI be
communicated to you by alternative means or at alternative locations. For example, you can ask
that you only be contacted at work or by mail. We will accommodate all reasonable requests.

To Access PHI: You have the right of access to inspect and obtain a copy of your PHI. You
may not be able to obtain all of your information in a few special cases. For example, if your
treatment provider determines that the information may endanger you or someone else. In
most cases, your copies must be given to you within thirty (30) days, but may be extended
for another thirty (days) if you are given a reason by us in writing. We may charge you a fee
for the costs of copying, mailing and supplies that are necessary to fulfill your request.

In accordance with Oregon law, you have the right to obtain a copy of your PHI in electronic
form for records that we maintain using an Electronic Health Records (EHR) system capable
of fulfilling the request. Where applicable, we must provide those records to you or your

legally authorized representative in electronic form within fifteen (15) days of receipt of your
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written request and a valid authorization for electronic disclosure of PHI. You may request a
copy of an authorization from the Privacy Office at the address below.

To Obtain a Paper Copy of the Notice Upon Request: You may request a copy of our current
Notice at any time. Even if you have agreed to receive the Notice electronically, you are still
entitled to a paper copy. You may obtain a paper copy from the Privacy Office at the address
below. A reasonable fee may be charged for the costs of copying, mailing or other supplies
associated with your request.

To Request an Amendment of PHI: If you feel that PHI we have about you is incorrect or
incomplete, you may request an amendment to the information. Requests must identify:

(i) which information you seek to amend, (ii) what corrections you would like to make, and
(iii) why the information needs to be amended. We will respond to your request in writing
within 60 days (with a possible 30-day extension). In our response, we will either: (i) agree to
make the amendment, or (ii) inform you of our denial, explain our reason, and outline appeal
procedures. If denied, you have the right to file a statement of disagreement with the decision.
We will provide a rebuttal to your statement and maintain appropriate records of your
disagreement and our rebuttal.

To Receive an Accounting of Disclosures: You have the right to request an accounting of your
PHI disclosures for purposes other than treatment, payment or healthcare operations. Your
request must state a time period. The time period for the accounting of disclosures must be
limited to less than 7 years from the date of the request. We will respond in writing within

60 days of receipt of your request (with a possible 30-day extension).

To Notification in the Event of a Breach: You have a right to be notified of an impermissible
use or disclosure that compromises the security or privacy of your PHI. We will provide notice
to you as soon as is reasonably possible and no later than sixty (60) calendar days after
discovery of the breach and in accordance with federal and state law.

To File a Complaint: We care about your concerns! If you do not agree with how we used or
disclosed information about you, you may file a complaint. You will not be penalized if you
file a complaint.

If you believe your privacy rights have been violated, you may file a complaint with our
privacy officer, listed below.

You may also file a complaint directly with any or all of the following federal and state agencies:

Oregon Board of Licensed Professional Counselors and Therapists
3218 Pringle Rd SE #120
Salem, OR 97302-6312
Telephone: 503.378.5499
Email: lpct.board@state.or.us
Website: www.oregon.gov/OBLPCT

Secretary of the Department of Health and Human Services
Office for Civil Rights
U.S. Department of Health and Human Services
Region 10 HHS
2201 6th Avenue, Seattle, WA 98121-1831
Voice Phone 206.615.2290
FAX 206.615.2297 TDD 206.615.229

If you want more information about our privacy practices or have questions or concerns,
please contact:

Privacy Officer: Christopher Denton, LPC
541.350.3343
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